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ГЛАВА 1

Информационная 
безопасность
для ИТ-шника

Многие рассматривают 
информационную безопасность по 
остаточному принципу, зачастую 
совсем про нее забывая. 

Вот и мы посмотрим, как лучше 
поступить.



РАЗДЕЛ 1

Что такое 
информационная 
безопасность?

!"#$"%&& ' #()*&+, ,-.#"/*0,#--12 +%2-#)#$,3 
( 45 ) , -%&#/-%--# , 6",'#7,+ 8 6#'19%-,: 
8#-8;"%-+#&6#&#(-#&+, #"$*-,<*0,3 ,2 6",/%-=:>,2. 
?/%&+% & +%/, -*"=7; & 6#);@*%/1/, 6"%,/;>%&+'*/, #+ 
"*<',+,= 45, #"$*-,<*0,, 6#7'%"$*:+&= -#'1/ ",&8*/, 
&'=<*--1/ & !"#$%&'($')*+ 2"*-,/#3, #("*(*+1'*%/#3 
, 6%"%7*'*%/#3 ,-.#"/*0,,, 8",+,@-#3 & +#@8, <"%-,= 
'#</#A-12 6#&)%7&+',3 7)= (,<-%&*.

 

!"#"$%$&'( #)(*#"% +$,'"- ." $/"0$12&-3 04).+ (5. 
*$&&-6 IDC) (7"$"28 «90)&$1 #("(%-3 )(:(&';/LAN» , < 
01, 2012: http://www.osp.ru/lan/2012/01/13012473/). 

!# 6"#$-#<; *-*),+,8#' Gartner, /,"#'1% "*&2#71 
-* ,-.#"/*0,#--;: (%<#6*&-#&+B (4C) ' +%@%-,% 5 )%+ 
'1"*&+;+ -* 58% 6# &"*'-%-,: & 2010 $#7#/ , 6# ,+#$*/ 
2015 $#7* 6"%'1&=+ $49,1 /)"7. D*,(#)%% '1&#8,% +%/61 
"#&+* 6"#7%/#-&+",";%+ &%$/%-+ ;&);$ *;+&#"&,-$* 
;6"*')%-,= 4C - #- '1"*&+%+ (#)%%, @%/ ' 2 "*<* & 2010 6# 
2015 $#7: & $6,82 /)"7 7# $14,89 /)"7. E&-#'-*= 6",@,-* 
+*8#$# "#&+* – F+# ;>%"(, 8#+#"13 -*-#&=+ 8#/6*-,=/ 6# 
'&%/; /,";  ;+%@8, , ;+%", ,-.#"/*0,,. 

5*8 @+# A% +*8#% ,(-$./&0,$((&1 !"#$%&'($')*, 
8*8 %3 -;A-# ;6"*')=+B , ,&2#7= ,< 8*8,2 8",+%",%' 
6)*-,"#'*+B (:7A%+ -* F+; <*7*@;?

4&+#",@%&8, ,-.#"/*0,#--*= (%<#6*&-#&+B 
'#<-,8)* & /#/%-+* '#<-,8-#'%-,= &"%7&+' 
,-.#"/*0,#--12 8#//;-,8*0,3 /%A7; ):7B/,, * +*8A% 
& -*),@,%/ ; ):7%3 ,-+%"%&#', 8#+#"1/ /#A%+ (1+B 
-*-%&%- ;>%"( 6;+%/ '#<7%3&+',= -* ,-.#"/*0,: , -* 
&"%7&+'*, 8#+#"1/, F+* ,-.#"/*0,= 7#&+*')=)*&B. 5# 
%&+B .*8+,@%&8, 4C 6#=',)*&B "*-B9% ,-.#"/*0,#--12 
+%2-#)#$,3. D# '#+ ;A% (#)%% '%8*, & /#/%-+* 6#=')%-,= 
"*7,#&'=<,, "*<',+,% ,-.#"/*0,#--#3 (%<#6*&-#&+, 
-%6"%"1'-# , -%#+7%),/# &'=<*-# & "*<',+,%/ 
,-.#"/*0,#--12 +%2-#)#$,3.

2)$ #&3,3&)*?

G +#@8, <"%-,= ')*7%)B0%' (,<-%&*, #(H%8+#/ 
<*>,+1 '&%$7* =')=%+&= ,-.#"/*0,=, 6#+%"=, #$)*&8* ,), 
6#7/%-* 8#+#"#3, /#A%+ -*-%&+, ;>%"( 7)= (,<-%&* , 
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')*7%)B0* ' &+#,/#&+-#/ '1"*A%-,,. 4-.#"/*0,= 
/#A%+ &;>%&+'#'*+B ' "*<),@-12 .#"/*2. E-* /#A%+ 
(1+B -*6%@*+*-* ,), -*6,&*-* -* (;/*$%, 2"*-,+B&= ' 
F)%8+"#--#/ ',7%, 6%"%7*'*+B&= 6# 6#@+% ,), & 
,&6#)B<#'*-,%/ F)%8+"#--12 &"%7&+' &'=<, , 
7%/#-&+","#'*+B&= -* 6)%-8% ,), (1+B '1"*A%-* ;&+-#. 

? +%"/,-*2 ,-.#"/*0,#--#3 (%<#6*&-#&+,, 6#7 
$!4"5)$/ #&3,)6 6#-,/*%+&= ,-.#"/*0,= - &'%7%-,= 
( &##(>%-,= , 7*--1% ) -%<*',&,/# #+ .#"/1 ,2 
6"%7&+*')%-,=[4]. 

C%<#+-#&,+%)B-# .#"/1 '1"*A%-,= ,-.#"/*0,,, 
&"%7&+' %% "*&6"#&+"*-%-,= ,), 2"*-%-,=, #-* 7#)A-* 
(1+B '&%$7* *7%8'*+-# <*>,>%-* [1]. G +#@8, <"%-,= 
,-.#"/*0,#--12 +%2-#)#$,3 , <*>,>%--#&+B 
,-.#"/*0,, =')=%+&= "%<;)B+*+#/ "%*),<*0,, 
8#/6)%8&* 6#),+,8 , 6"#0%7;", "*<"*(#+*--12 7)= 
,7%-+,.,8*0,,, ;6"*')%-,= , <*>,+1 ,-.#"/*0,, 
&#'/%&+-# & ):(1/ #(#";7#'*-,%/ , 6"#$"*//-1/ 
#(%&6%@%-,%/, ,&6#)B<;%/1/ 7)= %% 2"*-%-,=, 6%"%7*@, 
, #("*(#+8, [3]. 5*8,/ #("*<#/, #(H%8+#/ '-,/*-,= 
,-.#"/*0,#--#3 (%<#6*&-#&+, ' &.%"% 45 (;7;+ 
=')=+B&= &"%7&+'*, ;@*&+';:>,% ' 6"#0%&&% #("*(#+8, 
(2"*-%-,=, 6%"%7*@,) ,-.#"/*0,,: -#&,+%), (A%&+8,% 
7,&8,, .)%98,, )%-+1 , +.7.), 6"#$"*//-1% &"%7&+'* (EG, 
GICJ, 6",8)*7-#% !E , +.7.), 8*-*)1 &'=<, ()#8*)B-1% 
'1@,&),+%)B-1% &%+,, 8*-*)1 6%"%7*@, 7*--12 , +.7.), 
#(#";7#'*-,% (!K, &%"'%"1 , +.7.).

7(-$./&0,$((&1 !"#$%&'($')* (78) – F+# 
7%=+%)B-#&+B, -*6"*')%--*= -* <*>,+; ,-.#"/*0,, #+ 
9,"#8#$# 7,*6*<#-* ;$"#< & 0%)B: #(%&6%@%-,= 
;'%"%--#&+, ' -%6"%"1'-#&+, (,<-%&*, /,-,/,<*0,, 
;>%"(*, 6#);@%-,= /*8&,/*)B-#3 #+7*@, #+ ,-'%&+,0,3, 
* +*8A% "%*),<*0,, 6#+%-0,*)B-12 '#</#A-#&+%3 
(,<-%&* [1].

9!"'%":"(," ,(-$./&0,$(($; !"#$%&'($'), – 
F+# -%6"%"1'-13 6"#0%&& 7#&+,A%-,= ;&+*-#')%--#$# 
&#&+#=-,= 5$(-,<"(0,&=*($'), ( ,<(%A*-,% 
-%&*-80,#-,"#'*--#$# "*<$)*9%-,= ) , 0"=$')($'), 
(,<(%A*-,% -%&*-80,#-,"#'*--#3 /#7,.,8*0,,) , 
<$')>%($'), (#(%&6%@%-,% (%&6"%6=+&+'%--#$# 7#&+;6*) 
,-.#"/*0,,.

4-.#"/*0,#--*= (%<#6*&-#&+B 7#&+,$*%+&= 6;+%/ 
"%*),<*0,, &##+'%+&+';:>%$# 8#/6)%8&* /%"#6",=+,3 
6# ;6"*')%-,: ,-.#"/*0,#--#3 (%<#6*&-#&+B: , 
8#+#"1% /#$;+ (1+B 6"%7&+*')%-1 6#),+,8*/, , 
/%+#7*/, , 6"#0%7;"*/, , #"$*-,<*0,#--1/, 
&+";8+;"*/, , .;-80,=/, 6"#$"*//-#$# #(%&6%@%-,=.
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РАЗДЕЛ 2

Угрозы информационной 
безопасности   

9) :"?$ #&3,3&)* ,(-$./&0,+?

4-.#"/*0,: -%#(2#7,/# <*>,>*+B #+ ;$"#<, $7% 
>?.$#& !"#$%&'($'), ,(-$./&0,, – F+# &#'#8;6-#&+B 
;&)#',3 , .*8+#"#', &#<7*:>,2 6#+%-0,*)B-;: ,), 
"%*)B-# &;>%&+';:>;: #6*&-#&+B -*";9%-,= 
(%<#6*&-#&+, ,-.#"/*0,,[2]. I$"#<1 /#$;+ (1+B "*<-12 
+,6#' : -%&*-80,#-,"#'*--#% '#<7%3&+',% -* 
,-.#"/*0,: ( &(#" , ;-,@+#A%-,% , 6#'"%A7%-,% ) , 
'#<7%3&+',% -* 6"#$"*//1 (',";&1), '#<7%3&+',% -* 
-#&,+%), ( 8"*A* , 6#'"%A7%-,% ) , '#<7%3&+',% -* 
8#/6B:+%"1 (6#'"%A7%-,%), "*<$)*9%-,% ,-.#"/*0,, 
6"%7-*/%"%--#% ,), -%6"%7-*/%"%--#% («#+ -% <-*-,=»)  
, +.7. 4&+#@-,8#/ ;$"#<1 (%<#6*&-#&+, ,-.#"/*0,, 

/#A%+ '1&+;6*+B &;(H%8+ ( .,<,@%&8#% ),0# , 
/*+%",*)B-13 #(H%8+ ,), .,<,@%&8#% =')%-,% ) , 
=')=:>,3&= -%6#&"%7&+'%--#3 6",@,-#3 '#<-,8-#'%-,= 
;$"#<1 (%<#6*&-#&+, ,-.#"/*0,, [2]. I$"#<* /#A%+ 
-*";9,+B 8#-.,7%-0,*)B-#&+B (6%"%2'*+ ,), 2,>%-,% 
,-.#"/*0,,), 0%)#&+-#&+B (,&8*A%-,% ,-.#"/*0,,), 
7#&+;6-#&+B ,-.#"/*0,, (()#8,"#'*-,% 7#&+;6*) . 
4&+#@-,8 ;$"#< /#A%+ (1+B '-%9-,3 (8#-8;"%-0,=, 
&+,2,3-#% (%7&+',%, -% 6"%&)%7;:>,% 0%), DDOS *+*8,) 
, '-;+"%--,3 (-%7#&+*+#@-*= 8#/6%+%-0,=, 2*)*+-#&+B, 
<)#3 ;/1&%)). 

I&)#',%/ "%*),<*0,, >?.$#6 (%<#6*&-#&+, 8 
,-.#"/*0,#--#3 &,&+%/% ,-.#"/*0,, /#A%+ (1+B 
-%7#&+*+#8 ,), &)*(#% /%&+# ' ,-.#"/*0,#--#3 &,&+%/%, 
-*<1'*%/#% >1#@,/$')*+ [2]. 

A1#@,/$')* – F+# &'#3&+'# ,-.#"/*0,#--#3 
&,&+%/1, #(;&)*'),'*:>%% '#</#A-#&+B "%*),<*0,, 
;$"#< (%<#6*&-#&+, #("*(*+1'*%/#3 ' -%3 
,-.#"/*0,,[2].

I$"#<1 6",'#7=+ 8 ",&8*/ ,-.#"/*0,#--#3 
(%<#6*&-#&+,.

B,'5$/ ,(-$./&0,$(($; !"#$%&'($'),  
-*<1'*%+&= '#</#A-#&+B +#$#, @+# >?.$#& &/#A%+ 
'#&6#)B<#'*+B&= >1#@,/$')*+ *8+,'* ,), $";661 
*8+,'#' , +%/ &*/1/ -*-%&%+ >3".! #"$*-,<*0,,[5].

!#7 >3".!$/ (' $"*A7*-&8#/ 6"*'%) 6#-,/*:+&= 
-%'1$#7-1% 7)= &#(&+'%--,8* ,/;>%&+'%--1% 
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6#&)%7&+',=, '#<-,89,% ' "%<;)B+*+% 6",@,-%-,= %/; 
'"%7*. A3".! '1"*A*%+&= ' ;/%-B9%-,, ,/;>%&+'* ),(# 
' -%7#6#);@%-,, 7#2#7*, 8#+#"13 (1) (1 6#);@%- 6", 
#+&;+&+',, -*";9%-,= (;6;>%--*= '1$#7*). A3".! 
/#A%+ (1+B /*+%",*)B-1/ , -*&+*+B 7)= &#(&+'%--,8* 
,), 8#-+"*$%-+* , /#"*)B-1/ ,), .,<,@%&8,/ , 
6#"#@*>,/ 7%)#';: "%6;+*0,: , F8#)#$,@%&8,/ , 
&#0,*)B-1/ , +.7.

!",@,-%--13 >3".! /#A%+ (1+B 8'*),.,0,"#'*- 
8*8 &#&+*' 6"%&+;6)%-,=, 6"%7;&/#+"%--13 ;$#)#'-1/ 
6"*'#/ , ,), &#6#&+*')=+B&= & ",&8*/, ;+"*+1 , 
6"%7;&/#+"%--1/, $"*A7*-&8,/ ,), *7/,-,&+"*+,'-1/ 
6"*'#/. 

D% '&% ,7%-+,.,0,"#'*--1% >?.$#6 #7,-*8#'# 
#&;>%&+',/1 , /#$;+ 6",'%&+, 8 #7,-*8#'#/; >3".!>.  
J)= 6",-=+,= #6+,/,<,"#'*--12 "%9%-,3 6# 
;/%-B9%-,: >?.$# ,-.#"/*0,#--#3 (%<#6*&-#&+, 
6",/%-=%+&= 6#72#7 , 6", 8#+#"#/ "%9%-,= 
6",-,/*:+&= 6# "%<;)B+*+*/ $0"(5, .,'5$@ 
,-.#"/*0,#--#3 (%<#6*&-#&+,. 

90"(5& .,'5$@ — 6"#0%&&, 6"%7-*<-*@%--13 7)= 
,7%-+,.,8*0,, ,&+#@-,8#' ",&8#' , #6"%7%)%-,= %$# 
;"#'-= <-*@,/#&+,. E0%-8; ",&8#' "*<(,'*:+ -* &(&=,# 
.,'5$@ , $0"(,@&(," .,'5$@.

1. C(&=,# .,'5$@

L-*),<* ",&8#', 6#7"*<7%)=%+&= -* 7'* F+*6*:

•M  9%."<"="(," ')$,/$'), #&3,3&"/6D 
."'>.'$@. !"#'#7,+&= ,-'%-+*",<*0,= , 8*+%$#",<*0,= 
<*>,>*%/12 "%&;"&#' , '1=&-%-,% -#"/*+,'-12 , 
+%2-,@%&8,2, 7#$#'#"-12 +"%(#'*-,3 8 "%&;"&*/ ' &.%"% 
4C. N*+%/ & ;@%+#/ F+,2 +"%(#'*-,3 #6"%7%)=%+&= 
&+#,/#&+B "%&;"&#' . ? &+#,/#&+B '2#7=+ '&% 
6#+%-0,*)B-1% 6#+%", , &'=<*--1% & '#</#A-#3 
8#/6"#/%+*0,%3 <*>,>*%/12 "%&;"&#'. 

•M E$<"=,.$@&(," >?.$# ,(-$./&0,$(($; 
!"#$%&'($'),. G)%7;:>,/ F+*6#/ *-*),<* ",&8#' 
=')=%+&= &#&+*')%-,% 6%"%@-= <-*@,/12 ;$"#< , 
;=<',/#&+%3 7)= 8*A7#$# "%&;"&*, * <*+%/ '1@,&)%-,% 
'%"#=+-#&+, ,2 "%*),<*0,, (/#7%),"#'*-,% ;$"#< 
,-.#"/*0,#--#3 (%<#6*&-#&+,). J)= "%9%-,= F+#3 
<*7*@, "*<"*(*+1'*%+&= /#7%)B ;$"#< 4C 8 8#-8"%+-#/; 
<*>,>*%/#/; "%&;"&;.

E$<"=* >?.$# ,(-$./&0,$(($; !"#$%&'($'), – 
F+# #6,&*-,% &;>%&+';:>,2 ;$"#< 4C, ,2 *8+;*)B-#&+,, 
'#</#A-#&+, "%*),<*0,, , 6#&)%7&+',3.

O%)B "*<"*(#+8, /#7%), ;$"#< – #6"%7%)%-,% 
*8+;*)B-12 7)= 8#-8"%+-#3 ,-.#"/*0,#--#3 &,&+%/1 
;$"#< (%<#6*&-#&+,, ,&+#@-,8#' ;$"#< , ;=<',/#&+%3. 
P%<;)B+*+1 /#7%),"#'*-,= ,&6#)B<;:+&= 7)= 
8)*&&,.,8*0,, ,-.#"/*0,#--12 &,&+%/, * +*8A% ' 
8*@%&+'% ,&2#7-12 7*--12 7)= 6#&+"#%-,= 
(6"#%8+,"#'*-,=) #(#&-#'*--#3 , F..%8+,'-#3 &,&+%/1 
<*>,+1 ,-.#"/*0,#--#3 &,&+%/1.
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E+",0*+%)B-#% '#<7%3&+',% ;$"#< 
,-.#"/*0,#--#3 (%<#6*&-#&+, ;/%-B9*%+&= 
"*<),@-1/, /%+#7*/,, -*6"*')%--1/,, & #7-#3 &+#"#-1, 
-* ;/%-B9%-,% '#<7%3&+',= &# &+#"#-1 ,&+#@-,8#' ;$"#<, 
* & 7";$#3 - -* ;&+"*-%-,% ,), &;>%&+'%--#% #&)*()%-,% 
.*8+#"#' ,2 "%*),<*0,, – ;=<',/#&+%3. K"#/% +#$#, F+, 
/%+#71 7#)A-1 (1+B -*6"*')%-1 -* ;&+"*-%-,% 
6#&)%7&+',3 "%*),<*0,, ;$"#<. 

G;>%&+';%+ /*&&* /%+#7,8 6#&+"#%-,= /#7%)%3 
;$"#<, -# '1(,"*+B '&% A% &+#,+, ,&2#7= ,< 8*+%$#",, 
<*>,>*%/12 7*--12, &6%0,.,8, &'#%3 #+"*&),, * +*8A% 
+"%(#'*-,3 "%$;)=+#"#' , %&), +*8,% ,/%:+&= ; 
#"$*-,<*0,, (-*6",/%": ";8#'#7=>,% 7#8;/%-+1 QG5RK 
P#&&,, , QGC P#&&,,, SEG5, ISO/IEC, (*-8#'&8,% 
&+*-7*"+1 , +.7.). 

? &);@*%, 8#$7* ' #"$*-,<*0,, -%+ "%&;"&#' -* 
6#&+"#%-,% /#7%), ;$"#<, 6", &#<7*-,, &,&+%/1 <*>,+1  
"%8#/%-7;%+&= 6",7%"A,'*+B&= -%&8#)B8,2 #(>,2 
"%8#/%-7*0,3 6# 7#&+,A%-,: ;&+*-#')%--#3 
<*>,>%--#&+, ,-.#"/*0,,:

•M 5$(-,<"(0,&=*($'), – 6;+%/ <*>,+1 #+ 
-%&*-80,#-,"#'*--#$# 7#&+;6* , 9,."#'*-,= 
,-.#"/*0,, ' ',7% 7#8;/%-+#' , 8*-*)#' &'=<,;

•M 0"=$')($'), – 6;+%/ ,&6#)B<#'*-,= 
F)%8+"#--#3 6#76,&, 7)= 7#8;/%-+#' , 8*-*)#' &'=<,;

•M <$')>%($'), – 6;+%/ "%<%"',"#'*-,= 
8#/6#-%-+#' ,-.#"/*0,#--#3 &,&+%/1 , 8*-*)#' &'=<,, 
'#&&+*-#')%-,%/ ' &);@*% &(#%'.

2. 90"(,@&(," .,'5& 

E0%-,'*-,% ",&8* 6"#'#7,+&= 6;+%/ %$# 
'1@,&)%-,= , &#6#&+*')%-,= & <*7*--#3 98*)#3. 
?1@,&)%-,% ",&8* &#&+#,+ ' ;/-#A%-,, '%"#=+-#&+, 
8#/6"#/%+*0,, "%&;"&* -* <-*@%-,% '%),@,-1 ;>%"(*, 
&'=<*--#$# & %$# 8#/6"#/%+*0,%3. G#6#&+*')%-,% ",&8* 
'16#)-=%+&= & 0%)B: ;6"#>%-,= 6"#0%&&* ,&6#)B<#'*-,= 
-* 6"*8+,8% +#@%@-12 <-*@%-,3 ",&8* [5].

J#6;&8*%+&= ,&6#)B<#'*-,% 8*8 8#),@%&+'%--12, 
+*8 , 8*@%&+'%--12 /%+#7#' #0%-8, ",&8#'. D# #&-#'-#3 
,-.#"/*0,%3 7)= +*8,2 /%+#7#' '&% "*'-# (;7%+ 
F8&6%"+-*= #0%-8*, 6#<'#)=:>*= #0%-,+B &+#,/#&+B 
,7%-+,.,0,"#'*--#$# "%&;"&* , ;"#'%-B '%"#=+-#&+, 
;$"#<1 . G#'#8;6-#&+B F+,2 6#8*<*+%)%3 , (;7%+ 
&#&+*')=+B ;"#'%-B ",&8*, 6# 8#+#"#/; 6"#'#7,+&= 
"*-A,"#'*-,%.

!#&)% +#$#, 8*8 ",&8 #0%-%-, 7#)A-# (1+B 6",-=+# 
"%9%-,% #+-#&,+%)B-# %$# #("*(#+8, — +#@-%%, '1(#"* , 
"%*),<*0,, /%" , &"%7&+' 6# /,-,/,<*0,, ",&8*. 
!#/,/# #0%-%--#$# ;"#'-= ",&8*, 6", 6",-=+,, 
"%9%-,= /#$;+ (1+B ;@+%-1 <*+"*+1 -* '-%7"%-,% , 
&#6"#'#A7%-,% /%2*-,</#' (%<#6*&-#&+,, 6#),+,8* 
";8#'#7&+'*, 6"#&+#+* "%*),<*0,,, /-%-,% F8&6%"+#' , 
7". ? <*',&,/#&+, #+ ,+#$#' #0%-8,, /#A%+ (1+B 
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#6"%7%)%- #7,- ,< @%+1"%2 '*",*-+#' #("*(#+8, "%*80,, 
-* ",&8*:

•M >/"(*F"(," .,'5& - ",&8 &@,+*%+&= 
-%6",%/)%/1/, , 7)= %$# ;/%-B9%-,= '1(,"*:+&= , 
"%*),<;:+&= &##+'%+&+';:>,% /%"1 , &"%7&+'* 
(%<#6*&-#&+,;

•M %"."<&:& .,'5& - ",&8 &@,+*%+&= 
-%6",%/)%/1/ , -* #6"%7%)T--12 ;&)#',=2 (-*6",/%", ' 
"*/8*2 &+"*2#'*-,=, 6#&+*'8, ,), *;+&#"&,-$*) 6"%7*%+&= 
&+#"#--%3 #"$*-,<*0,,;

•M %.,(1)," .,'5& - ",&8 ' 7*--#/ &);@*% 
&@,+*%+&= #&#<-*--# 7#6;&+,/1/ -  #"$*-,<*0,= 7#)A-* 
&/,",+B&= & '#</#A-1/, 6#&)%7&+',=/, (#(1@-# F+# 
#<-*@*%+ , @+# &+#,/#&+B 8#-+"/%" <-*@,+%)B-# 
6"%'#&2#7,+ .,-*-&#'1% 6#+%", ' &);@*% "%*),<*0,, 
;$"#<1, ),(# #"$*-,<*0,= -% /#A%+ -*3+, 6#72#7=>,% 
/%"1 , &"%7&+'* (%<#6*&-#&+,);

•M $)5&# $) .,'5& – #+8*< #+ (,<-%&-6"#0%&&#' 
#"$*-,<*0,,, =')=:>,2&= 6",@,-#3 ",&8* (-*6",/%", 
#+8*< #+ #("*(#+8, ,-.#"/*0,, # &#&+#=-,, <7#"#'B= 
"*(#+-,8* ' &%+,).

? "%<;)B+*+% #("*(#+8, ",&8* #&+*%+&= +*8 
-*<1'*%/13 #&+*+#@-13 ",&8, #+-#&,+%)B-# 8#+#"#$# 
6",-,/*%+&= "%9%-,% # <*'%"9%-,, F+*6* #+"*(#+8, 
",&8*. I6"*')%-,% ",&8*/, #&;>%&+')=%+&= &#&+#,+ ' 
6;+%/ 8#/(,-,"#'*-,=, 6"%7;6"%7,+%)B-12 , 
8#""%8+,";:>,2 /%2*-,</#' 8#-+"#)= , +*8+,8, 

,<(%$*-,=, 6",-=+,= ,), 6%"%7*@, ",&8* 7";$#3 
#"$*-,<*0,, ( *;+&#"&,-$ ,-.#"/*0,#--#3 
(%<#6*&-#&+,). !#/,/# #0%-%--#$# ;"#'-= ",&8*, 6", 
6",-=+,, "%9%-,= /#$;+ (1+B ;@+%-1 <*+"*+1 -* 
'-%7"%-,% , &#6"#'#A7%-,% /%2*-,</#' (%<#6*&-#&+,, 
6#),+,8* ";8#'#7&+'*, 6"#&+#+* "%*),<*0,,, /-%-,% 
F8&6%"+#' , 7". ? "%<;)B+*+% #("*(#+8, ",&8* #&+*%+&= +*8 
-*<1'*%/13 #&+*+#@-13 ",&8, #+-#&,+%)B-# 8#+#"#$# 
6",-,/*%+&= "%9%-,% # <*'%"9%-,, F+*6* #+"*(#+8, 
",&8*.

? &);@*% '1(#"* +*8+,8, ;/%-B9%-,= ",&8*, 
#+",0*+%)B-#% '#<7%3&+',% ",&8#' ;/%-B9*%+&= 
"*<),@-1/, /%+#7*/,, -*6"*')%--1/,: 

•M -* ;/%-B9%-,% '#<7%3&+',= &# &+#"#-1 
,&+#@-,8#' ;$"#<;

•M -* ;&+"*-%-,% ,), &;>%&+'%--#% #&)*()%-,% 
.*8+#"#' ,2 "%*),<*0,, – ;=<',/#&+%3;

•M -* ;&+"*-%-,% 6#&)%7&+',3 "%*),<*0,, ;$"#<. 

!", 6)*-,"#'*-,, /%" 6# #("*(#+8% ",&8*, 
A%)*+%)B-# 6"#'%&+, "*-A,"#'*-,% +*8,2 /%" -* 
6%"'##@%"%7-1%, &"%7-%&"#@-1% , 7#)$#&"#@-1% /%"1:

•M %".@$$:"."<(6" /".$%.,1),1 7#)A-1 
6#<'#)=+B &-,<,+B @*&+B ",&8#' (%< <*+"*+, <* 8#"#+8,3 
6"#/%A;+#8 '"%/%-, (-*6",/%", -% (#)%% #7-#$# /%&=0* 
–  '16;&8 )#8*)B-#$# -#"/*+,'-#$# *8+*, &#7%"A*>%$# 
#"$*-,<*0,#--1% /%"#6",=+,=);
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•M '."<("'.$:(6" /".$%.,1),1 7#)A-1 
6#<'#),+B &-,<,+B &)%7;:>;: @*&+B ",&8#' <* 
-%6"#7#)A,+%)B-13 6"#/%A;+#8 '"%/%-, ' "*/8*2 
<*6)*-,"#'*--#$# (:7A%+* (-*6",/%", ' +%@%-,% 
.,-*-&#'#$# $#7* 6;+%/ 6%"%"*&6"%7%)%-,= .,-*-&#'12 
&"%7&+' & 7";$,2 &+*+%3 "*&2#7#' -* <*8;68; !E ,), 
#(#";7#'*-,=);

•M <$=?$'.$:(6" /".$%.,1),1  7#)A-1 &-,A*+B 
",&8 7# 6",%/)%/#$# ' 6%"&6%8+,'% (-*6",/%", 6;+%/ 
6)*-,"#'*-,= ' ,-'%&+,0,#--;: 6"#$"*//; (;7;>,2 
)%+ '16#)-%-,= 6"#%8+* 6# <*>,+%). 

P%9%-,= # '1(#"% /%" 6"#+,'#7%3&+',= ;$"#<*/ 
,-.#"/*0,#--#3 (%<#6*&-#&+, 7#)A-1 6",-,/*+B&= 
&#'/%&+-# &  ')*7%)B0*/, 7%)#'12 6"#0%&&#', -*";9%-,% 
,), -%'%"-#% .;-80,#-,"#'*-,% 8#+#"12 /#A%+ 
6",'%&+, 8 ;>%"(;. 

? &);@*%, %&), 6",&;+&+';:+ &;>%&+'%--1% ",&8,, 
7)= 8#+#"12 -%#(2#7,/# -%6"%7',7%--#% '),'*-,% 
7%-%A-12 &"%7&+' (-*6",/%", ;2#7 & "1-8* *-+,',";&-#3 
8#/6*-,, ,), 6"%76,&*-,% "%$;),";:>,2 #"$*-#'), 
"%9%-,% # .,-*-&,"#'*-,, ,), 6",-=+,, ",&8* 7#)A-# 
6",-,/*+B&= '1&9,/ ";8#'#7&+'#/ 8#/6*-,, (CEO, 
G#'%+ J,"%8+#"#' , +.7.).

 !", '-%7"%-,, -#'12 ,-.#"/*0,#--12 &,&+%/ 
"%8#/%-7;%+&= ;@,+1'*+B +"%(#'*-,= ,-.#"/*0,#--#3 
(%<#6*&-#&+, -* F+*6% &#<7*-,=, 6#+#/; @+# F+# 
#(#37%+&= 7%9%')% , (;7%+ F..%8+,'-%% 6# <*+"*@%--1/ 

"%&;"&*/ , &"#8*/ 6# &"*'-%-,: & ;@%+#/ +*8,2 
+"%(#'*-,3 ' &,&+%/% ;A% '-%7"%--#3 ' F8&6);*+*0,:. 
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РАЗДЕЛ 3

Методы и средства 
защиты информации

 

G"%7, /%+#7#' <*>,+1 ,-.#"/*0,, /#A-# 
'17%),+B 6"*'#'1% ( <*8):@%-,% &#$)*9%-,3 , 
8*+%$#","#'*-,% , 6",&'*,'*-,% $",.* ,-.#"/*0,,), 
F8#-#/,@%&8,% (&+"*2#'*-,% ",&8#'), #"$*-,<*0,#--1% 
( ,</%-%-,% #"$&+";8+;"1 , '-%7"%-,% 6#),+,8 , 
,-&+";80,3 , 6".), +%2-,@%&8,% (,&6#)B<#'*-,% &"%7&+' 
<*>,+1 ,-.#"/*0,, , 6".) , +.7. 

K #"$*-,<*0,#--1/ /%+#7*/ <*>,+1 /#A-# 
#+-%&+, : '17%)%-,% #"$*-,<*0,#--#3 &+";8+;"1 , 
#+'%@*:>%3 <* #(%&6%@%-,% ,-.#"/*0,#--#3 
(%<#6*&-#&+, #"$*-,<*0,,; -*<-*@%-,% 6%"&#-*)B-#3 
#+'%+&+'%--#&+, "*(#+-,8#' <* &#2"*--#&+B ,-.#"/*0,,; 
#"$*-,<*0,= "%$)*/%-+,"#'*--#$# 7#&+;6* 

6#)B<#'*+%)%3 8 "*(#+% & 8#/6B:+%"*/,; ;&+*-#')%-,% 
<*6"%+* -* ,&6#)B<#'*-,% #+8"1+12 8*-*)#' &'=<, 7)= 
6%"%7*@, 8#-.,7%-0,*)B-#3 ,-.#"/*0,, , +.7. C%< 
-*7)%A*>%$# #(%&6%@%-,= #"$*-,<*0,#--12 /%" , 
-%'#</#A-# F..%8+,'-# 6",/%-=+B +%2-,@%&8,% /%+#71 
<*>,+1. !", #+&;+&+',, +%2-,@%&8,2 /%+#7#' <*>,+1, 
#"$*-,<*0,#--1% /%+#71 -* 6%"'#/ F+*6% 6#<'#)=:+ 
6#'1&,+B 4C (-*6",/%": <*6"%+ '12#7* ' ,-+%"-%+ , 
,&6#)B<#'*-,= .)%9 - -#&,+%)%3 ) , -# &;>%&+'%--# 
<*+";7-=:+ #("*(#+8; ,-.#"/*0,, , 6#F+#/; 
+%2-,@%&8,% /%+#71 <*>,+1 7#)A-1 (1+B -%#+"1'-# 
&'=<*-1 & #"$*-,<*0,#--1/,.

5%2-,@%&8,% /%+#71 <*>,+1 ,-.#"/*0,, /#A-# 
"*<7%),+B -* /%+#71 <*>,+1 ,-.#"/*0,, #+ 
-%&*-80,#-,"#'*--#$# 7#&+;6* ( #(%&6%@%-,% 
0%)#&+-#&+,, 7#&+;6-#&+,, 8#-.,7%-0,*)B-#&+,) , #+ 
;+%@8, 6# +%2-,@%&8,/ 8*-*)*/ (<*>,+* #+ 6#(#@-#$# 
F)%8+"#/*$-,+-#$# ,<);@%-,= , -*'#7#8, <*>,+* "%@%'#3 
, ',7#'#3 ,-.#"/*0,, , 6".).

5*8, ' #(>%/ &);@*%, 8#/6)%8& 6"#$"*//-#-
+%2-,@%&8,2 &"%7&+' , #"$*-,<*0,#--12 (6"#0%7;"-12) 
"%9%-,3 6# <*>,+% ,-.#"/*0,, #+ 
-%&*-80,#-,"#'*--#$# 7#&+;6* +"*7,0,#--# "%*),<;%+&= 
&)%7;:>,/, 6#7&,&+%/*/, [7] 

•M 6#7&,&+%/* ;6"*')%-,= 7#&+;6#/ (!IJ);

•M 6#7&,&+%/* "%$,&+"*0,, , ;@%+* (!PI);

•M 6#7&,&+%/* #(%&6%@%-,= 0%)#&+-#&+, (!EO);
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•M 6#7&,&+%/* 8",6+#$"*.,@%&8#3 <*>,+1 (!KN).

5"%(#'*-,= 8 6#7&,&+%/*/ /#$;+ (1+B "*<"*(#+*-1 
' <*',&,/#&+, #+ ;"#'-= '*A-#&+, ,-.#"/*0,,, 
#("*(*+1'*%/#3 ' &,&+%/%, ;"#'-= 6#)-#/#@,3 &;(H%8+#' 
7#&+;6* 8 ,-.#"/*0,,, "%A,/* #("*(#+8, 7*--12 
(8#))%8+,'-13 ,), ,-7,',7;*)B-13).

G$<',')"/& >%.&@="(,1 <$')>%$/ (GAH) – 
7#)A-* #&;>%&+')=+B ,7%-+,.,8*0,: , 6"#'%"8; 
6#7),--#&+, , 8#-+"#)B 7#&+;6* &;(H%8+#' ' &,&+%/;, 
;&+"#3&+'*/, 6"#$"*//*/, .*3)*/ , +.7. ' <*',&,/#&+, #+ 
8)*&&* <*>,>*%/#3 *'+#/*+,<,"#'*--#3 &,&+%/1. 5*8*= 
6"#'%"8* #&;>%&+')=%+&= /%2*-,</*/, *;+%-+,.,8*0,, 
& ,&6#)B<#'*-,%/ 6*"#)%3, &%"+,.,8*+#', (,#/%+",,, 
8*"+ 7#&+;6* , + . 7 . V%/ &)#A-%% , '*A-%% 
,-.#"/*0,#--*= &,&+%/*, +%/ (#)%% /#$;+ ;A%&+#@*+B&= 
+"%(#'*-,= 6# ;6"*')%-,: 7#&+;6#/. 

G$<',')"/& ."?,').&0,, , >:")& (GBA) – 7#)A-* 
#&;>%&+')=+B 8#-+"#)B '2#7*/'12#7* &;(H%8+#' '/,< 
<*>,>*%/#3 *'+#/*+,<,"#'*--#3 &,&+%/1 . R+# 
6#7&,&+%/* A;"-*),"#'*-,=, 8#+#"*=, ' <*',&,/#&+, #+ 
&)#A-#&+, 6#&+*')%--12 <*7*@, /#A%+ '%&+, A;"-*)1 #+ 
'2#7* , '12#7* 6#)B<#'*+%)%3 ' &,&+%/; - ' &*/12 6"#&+12 
&);@*=2, 7# 6#7"#(-#$# A;"-*),"#'*-,= '&%2 7%3&+',3 
'&%2 &;(H%8+#' ,-.#"/*0,#--#$# '<*,/#7%3&+',= & 
,-.#"/*0,%3 ( 7#(*')%-,% , ;7*)%-,% , ,</%-%-,% 
6"#&/#+", 6%@*+B , +.7.).

G$<',')"/& $!"'%":"(,1 0"=$')($'), (G9I) – 
7#)A-* #(%&6%@,'*+B 0%)#&+-#&+B 6"#$"*//-12 &"%7&+' 
<*>,+1 ,-.#"/*0,, , &*/#3 #("*(*+1'*%/#3 
,-.#"/*0,,, * +*8A% -%,</%--#&+B 6"#$"*//-#3 &"%71.

O%)#&+-#&+B #(1@-# 6"#'%"=%+&= 6", <*$";<8% 
#6%"*0,#--#3 ,), ,-.#"/*0,#--#3 &,&+%/1 6;+%/ 
&"*'-%-,= 8#-+"#)B-12 &;// (CRC) 6"#$"*// , 
,-.#"/*0,, ' &*/12 6"#&+12 &);@*=2. O%)#&+-#&+B 
#(%&6%@,'*%+&=, ' +#/ @,&)% 6;+%/ "*</%>%-,= &"%7&+' 
#("*(#+8, ,-.#"/*0,, -% ' #(>%7#&+;6-#/ /%&+% 
(&%"'%"-*=, 8#/-*+*, <*6,"*%/*= -* 8):@). 

K (#)%% &%"B%<-1/ &,&+%/*/ "*<"*(*+1'*:+&= 
+"%(#'*-,= 6# #6%"*+,'-#/; 8#-+"#): , '#<7%3&+',: -* 
(%<#6*&-#&+B *'+#/*+,<,"#'*--12 &,&+%/ , 
6%",#7,@%&8#/; +%&+,"#'*-,: .;-80,3 <*>,+1 & 
6#/#>B: &6%0,*)B-12 6"#$"*//-12 &"%7&+', -*),@,: 
*'+#/*+,@%&8,2 &"%7&+'* '#&&+*-#')%-,= 6", &(#=2. R+# 
#&#(%--# *8+;*)B-# 7)= &,&+%/ ;7*)%--#$# #(&);A,'*-,= 
- +*8,2 8*8 +%"/,-*)1 (*-8#'&8#$# #(&);A,'*-,=, 7)= 
8#+#"12 &)#A-# #(%&6%@,+B .,<,@%&8;: <*>,+; #+ 
'/%9*+%)B&+'* , #6%"*+,'-13 '1%<7 &6%0,*),&+*.

!%"%@,&)%--1% 6#7&,&+%/1 !IJ, !PI, !EO, ' 
<*',&,/#&+, #+ +"%(#'*-,3 6# ,-.#"/*0,#--#3 
(%<#6*&-#&+, 8 ,-.#"/*0,#--1/ &,&+%/*/, /#$;+ (1+B 
"%*),<#'*-1:

•M &"%7&+'*/, #6%"*0,#--#3 &,&+%/1, &6%0,*)B-# 
-*&+"#%--#3 ' &##+'%+&+',, & +"%(#'*-,=/, /
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"%8#/%-7*0,=/, ";8#'#7=>,2 7#8;/%-+#' 6# 
(%<#6*&-#3 -*&+"#38% , 8#-+"#): EG;

•M &6%0,*),<,"#'*--1/, &"%7&+'*/, <*>,+1 
,-.#"/*0,,;

•M &"%7&+'*/, ,-.#"/*0,#--#3 &,&+%/1, 6;+%/ 
6",'%7%-,= %% ' &##+'%+&+',% +"%(#'*-,=/ ";8#'#7=>,2 
7#8;/%-+#'.

G$<',')"/& 5.,%)$?.&-,:"'5$; #&3,)6 (GJK) – 
7#)A-* #(%&6%@,'*+B 9,."#'*-,% '&%3 
8#-.,7%-0,*)B-#3 ,-.#"/*0,, , <*6,&1'*%/#3 -* 
&#'/%&+-# ,&6#)B<;%/1% "*<),@-1/, &;(H%8+*/, 
7#&+;6* ("*<7%)=%/1%) -#&,+%), 7*--12, ' 8*-*)*2 &'=<,, 
* +*8A% -* &H%/-1% -#&,+%), 7*--12 (7,&8%+1, 
/,8"#8*&&%+1 , +.6.) 7#)$#'"%/%--#3 '-%9-%3 6*/=+, 
7)= 2"*-%-,= <* 6"%7%)*/, &%*-&#' "*(#+1 
&*-80,#-,"#'*--12 &;(H%8+#' 7#&+;6*. 

!KN, 6#/,/# 6#'19%-,= 8#-.,7%-0,*)B-#&+, 
,-.#"/*0,, 6%"%@,&)%--1/, '19% &6#&#(*/, , 
6#<'#)=%+ 6#'1&,+B , 0%)#&+-#&+B ,-.#"/*0,, - 6;+%/ 
,&6#)B<#'*-,= +*8#$# &'#3&+'* &"%7&+' 
8",6+#$"*.,@%&8#3 <*>,+1 ,-.#"/*0,, , 8*8 
F)%8+"#--*= 6#76,&B . 4&6#)B<#'*-,% F)%8+"#--#3 
6#76,&, 6#<'#)=%+ <*>,+,+B ,-.#"/*0,: ' 
F)%8+"#--#/ ',7% #+ 6#77%)#8.

K -% 6%"%@,&)%--1/ '19% &6#&#(*/ , /%+#7*/ 
<*>,+1 ,-.#"/*0,, +*8A% #+-#&=+&=:

•M 6"%7#+'"*>%-,% '-%7"%-,= ' ,-.#"/*0,#--1% 
&,&+%/1 '"%7#-#&-12 6"#$"*// (6"#$"*//-',";&#') , 
6"#$"*//-12 <*8)*7#8 , ,&6#)B<#'*-,% &"%7&+' 
*-+,',";&-#3 <*>,+1;

•M /%A&%+%'#% F8"*-,"#'*-,% & 0%)B: ;6"*')%-,= 
7#&+;6#/, .,)B+"*0,, &%+%'12 6*8%+#' , +"*-&)=0,, 
&%+%'12 *7"%&#' 7)= &8"1+,= &+";8+;"1 ,-.#"/*0,#--#3 
&,&+%/1; 

•M #(-*";A%-,% '+#"A%-,3 ' ,-.#"/*0,#--;: 
&,&+%/;, -*";9*:>,2 ,), &#<7*:>,2 6"%76#&1)8, 8 
-*";9%-,: ;&+*-#')%--12 +"%(#'*-,3 6# #(%&6%@%-,: 
(%<#6*&-#&+,; 

•M ;@%+ , 2"*-%-,% &H%/-12 -#&,+%)%3 
,-.#"/*0,, , ,2 #("*>%-,%, ,&8):@*:>%% 2,>%-,%, 
6#7/%-; , ;-,@+#A%-,%; 

•M "%<%"',"#'*-,% +%2-,@%&8,2 &"%7&+' , 
7;(),"#'*-,% /*&&,'#' , -#&,+%)%3 ,-.#"/*0,,; 

•M ,&6#)B<#'*-,% &"%7&+' <*>,+1 ,-.#"/*0,,, 
6"#9%79,2 ' ;&+*-#')%--#/ 6#"=78% 6"#0%7;"; #0%-8, 
&##+'%+&+',=; 

•M ,&6#)B<#'*-,% <*>,>%--12 , '17%)%--12 , 
7;(),";%/12 8*-*)#' &'=<,; 

•M #"$*-,<*0,= .,<,@%&8#3 <*>,+1 6#/%>%-,3 , 
&#(&+'%--# +%2-,@%&8,2 &"%7&+'; 
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•M *-*),< <*>,>%--#&+, ,-.#"/*0,#--12 
&,&+%/ , 6"%76#)*$*:>,3 6",/%-%-,% 
&6%0,*),<,"#'*--12 6"#$"*//-12 &"%7&+' (&8*-%"#' 
(%<#6*&-#&+,), +.7.

!%"%@,&),/ -*,(#)%% ,<'%&+-1% &,&+%/1 , 
,&6#)B<;%/1% 7)= #(%&6%@%-,= <*>,+1 ,-.#"/*0,,. 

G$<',')"/& &(),@,.>'($; #&3,)6 – 8#/6)%8& 
6"#$"*//-# - *66*"*+-12 &"%7&+' 7)= #(-*";A%-,= 
8#/6B:+%"-12 ',";&#' , * +*8A% -%A%)*+%)B-12 
( &@,+*:>,2&= '"%7#-#&-1/, ) 6"#$"*// '##(>% , 
'#&&+*-#')%-,= <*"*A%--12 ( /#7,.,0,"#'*--12 ) 
+*8,/, 6"#$"*//*/, .*3)#', * +*8A% 7)= 6"#.,)*8+,8, 
— 6"%7#+'"*>%-,= <*"*A%-,= (/#7,.,8*0,,) .*3)#' 
,), #6%"*0,#--#3 &,&+%/1 '"%7#-#&-1/ 8#7#/. 

W#"#9,/ 6",/%"#/ 7)= #"$*-,<*0,,, '12#7=>%3 ' 
&%+B 4-+%"-%+ , /#A%+ &);A,+B &#<7*-,% 
F9%)#-,"#'*--#3 *-+,',";&-#3 <*>,+1 , $7% 
#(#"#-,+%)B-1/, F9%)#-*/, =')=:+&=:

•M 6#@+#'1% , ,-+%"-%+-9):<1, 6"#'%"=:>,% 
'2#7=>,3 +"*.,8 ,< &%+, 4-+%"-%+ (' +#/ @,&)%, , -* 
-*),@,% &6*/*);

•M *-+,',";& -* 6#@+#'#/ &%"'%"%, 6"#'%"=:>,3 
6#@+#'1% &##(>%-,=;

•M *-+,',";& -* .*3)#'12 &%"'%"*2, &%"'%"*2 
6",)#A%-,3 , (*< 7*--12;

•M *-+,',";& -* "*(#@,2 &+*-0,=2.

E"L'")"@$; M5.&( (!.&(</&>M., -&;".@$=) - 
#(%&6%@,'*%+ <*>,+; *'+#/*+,<,"#'*--#3 &,&+%/1 
6#&"%7&+'#/ .,)B+"*0,, +"*.,8* 8 ,-.#"/*0,#--#/; 
"%&;"&; ,), /%A7; &%+=/, [7]. 

J)= F..%8+,'-#3 "*(#+1 /%A&%+%'#3 F8"*- 7#)A%- 
(1+B -*&+"#%- 6# &##+'%+&+';:>%/; 8)*&&; 
<*>,>%--#&+,, -%#(2#7,/#/; #"$*-,<*0,,, , -* 
/%A&%+%'#/ F8"*-% 7#)A%- (1+B -*&+"#%- &6,&#8 
8#-+"#)= 7#&+;6* , &##+'%+&+';:>,3 6#),+,8% 
(%<#6*&-#&+, #"$*-,<*0,, . J#)A%- 6"#'#7,+B&= 
6%",#7,@%&8,3 8#-+"#)B ,</%-%-,3 /%A&%+%'#$# F8"*-*. 

4&6#)B<#'*-,% /%A&%+%'12 F8"*-#' , ,2 
&'#%'"%/%--*= -*&+"#38* , 8#-+"#)B 6#<'#)=:+ 6#'1&,+B 
<*>,>%--#&+B ,-.#"/*0,#--12 &,&+%/ #+ 
-%&*-80,#-,"#'*--#$# 7#&+;6* 8 ,-.#"/*0,, &# 
&+#"#-1 '1@,&),+%)B-12 &%+%3. 

E"L'")"@6" M5.&(6 « ($@$?$ %$5$="(,1 » 
2*"*8+%",<;:+&= 6%"%2#7#/ #+ 6*8%+-#3 .,)B+"*0,, -* 
;"#'-% IP *7"%&#' , 6#"+#' 8 .,)B+"*0,, +"*.,8* -* 
;"#'-% 6",)#A%-,3 (7-/ ;"#'-% &%+%'#3 /#7%), OSI), $7% 
6",/%-%-,% 6#),+,8 (%<#6*&-#&+, ( "*<"%9,+B /
<*6"%+,+B) 6"#,&2#7,+ #+7%)B-# 7)= 8*A7#$# 6"#0%&&* 
,), 6",)#A%-,=. 5*8,% /%A&%+%'1% F8"*-1 6#<'#)=:+ 
6"#'#7,+B +*8A% (#)%% $,(8;: ,-+%$"*0,: &# 
9):<#'1/, &,&+%/*/, *-+,',";&-#3 <*>,+1 , 
&,&+%/*/, #(-*";A%-,= , 6"%7#+'"*>%-,= '+#"A%-,3.
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!", 6#8;68% /%A&%+%'#$# F8"*-* &+#,+ #("*+,+B 
'-,/*-,% -* +#, +"%(;%+&= ), ' ?*9%3 ,-.#"/*0,#--#3 
&,&+%/% /%A&%+%'#3 F8"*-, &%"+,.,0,"#'*--13 ' 
#"$*-*2 QG5RK P#&&,,, , 6# 8*8#/; 8)*&&;, 6#+#/; @+# 
-% '&% #-, &/#$;+ 6"#3+, +*8;: &%"+,.,8*0,:. X#A-# 
8;6,+B &%"+,.,0,"#'*--13 /%A&%+%'#$# F8"*-* ,), 
6"#'%&+, &%"+,.,8*0,: & 6",')%@%-,%/ 
&##+'%+&+';:>%$# ),0%-<,*+*. S)*'-#% - -% <*(1'*+B, @+#, 
'#-6%"'12, &%"+,.,0,"#'*--13 /%A&%+%'#3 F8"*- %>% 
7#)A%- (1+B -*&+"#%- -* &##+'%+&+',% &'#%/; 8)*&&;,  * 
'#-'+#"12, &%"+,.,8*+ -% '%@%- , @%"%< +", $#7* %$# 
6",7%+&= 6"#7),+B.

G.$5',-'".@".6 – #(1@-# 6",/%-=:+&= ' &%+, 7)= 
#(%&6%@%-,= 7#&+;6* & 8#/6B:+%"#' )#8*)B-#3 &%+, ' 
4-+%"-%+. 5*8#3 6#72#7 6#<'#)=%+ & #7-#3 &+#"#-1 
<*>,>*+B 8),%-+&8,3 8#/6B:+%" #+ -%8#+#"12 &%+%'12 
*+*8, * & 7";$#3 &+#"#-1 - 6#/#$*%+ -*)*7,+B ' 
#"$*-,<*0,, ;@%+ +"*.,8* 8*A7#$# 8#-8"%+-#$# 
&#+";7-,8*. J#&+;6 ' &%+B 4-+%"-%+ "*(#+-,8#' 
#"$*-,<*0,, 7#)A%- (1+B #"$*-,<#'*- +*8,/ #("*<#/, 
@+#(1 '&% '12#7,), ' &%+B @%"%< 6"#8&,-&%"'%", 6",@%/ 
'2#7=>,3 +"*.,8 7#)A%- 6"#'%"=+B&= *-+,',";&#/ 
,-+%"-%+-9):<*.

N,')"/& $!(&.>L"(,1 @)$.L"(,; (N9O) – 
6"%7-*<-*@%-* 7)= 6"%7#+'"*>%-,= , / ,), 
7%+%8+,"#'*-,= -%&*-80,#-,"#'*--#$# 7#&+;6* 8 
,-.#"/*0,#--1/ "%&;"&*/ . K#/6#-%-+1 &,&+%/1 
#(-*";A%-,= '+#"A%-,3 GE? (#)%% ,<'%&+-1 8*8 IPS 
(Intrusion prevention system – &,&+%/* 6"%7#+'"*>%-,= 

'+#"A%-,3) , IDS (Intrusion detection system – &,&+%/* 
#(-*";A%-,= '+#"A%-,3). 5%2-,@%&8, #7,- , +#+ A% 
8#/6#-%-+ /#A%+ '16#)-=+B #(% "#), – 6"%7#+'"*>%-,= 
, #(-*";A%-,=, +#$7* ' 6%"'#/ &);@*% #- &+*',+&= ' 
"*<"%< 6",-,/*%/#$# +"*.,8*, * '# '+#"#/ &);@*% 
"*(#+*%+ & <%"8*)B-#3 8#6,%3 +"*.,8*. 

E7-*8# &+#,+ #("*+,+B '-,/*-,%, @+# 6", ;&+*-#'8% 
8#/6#-%-+#' ' "%A,/% IPS /#A%+ "%<8# &-,<,+B&= 
7#&+;6-#&+B "*&6"%7%)%--#3 ,-.#"/*0,#--#3 &,&+%/1. 
R+# 6"#,&2#7,+ ' +#/ &);@*%, %&), ,</%-%-,= ' &,&+%/% 
6"#,&2#7=+ @*&+# , -% 8#-+"#),";:+&= +%/,, 8+# 
-*&+"*,'*%+ .,)B+"1 &,$-*+;", * +*8A% ' &);@*% '12#7* 
-#'12 &,$-*+;" #(-*";A%-,= '+#"A%-,3. 

G$<',')"/& &(&=,#& #&3,3"(($'), 
(&8*-,"#'*-,= ;=<',/#&+%3) – 6"%7-*<-*@%-* 7)= 
8#-+"#)= -*&+"#%8 <*>,+1 #6%"*0,#--12 &,&+%/ -* 
"*(#@,2 &+*-0,=2 , &%"'%"*2 , 6#<'#)=%+ #0%-,+B 
'#</#A-#&+B 6"#'%7%-,= -*";9,+%)=/, *+*8 -* &%+%'#% 
#(#";7#'*-,%, * +*8A% 8#-+"#),";%+ (%<#6*&-#&+B 
6"#$"*//-#$# #(%&6%@%-,=. G 6#/#>B: +*8,2 &"%7&+' 
6"#,<'#7,+&= &8*-,"#'*-,% &%+, & 0%)B: ,&&)%7#'*-,= %% 
+#6#)#$,,, #&;>%&+')%-,= 6#,&8* -%<*>,>%--12 ,), 
-%&*-80,#-,"#'*--12 &%+%'12 6#78):@%-,3, 6"#'%"8, 
-*&+"#%8 /%A&%+%'12 F8"*-#' , +.6. J*--13 *-*),< 
6"#,<'#7,+&= -* #&-#'*-,, 7%+*)B-12 #6,&*-,3 
;=<',/#&+%3 -*&+"#%8 &"%7&+' <*>,+1 (-*6",/%", 
8#//;+*+#"#', /*"9";+,<*+#"#', /%A&%+%'12 F8"*-#') 
,), ;=<',/#&+%3 #6%"*0,#--12 &,&+%/ ,), 6",8)*7-#$# 
6"#$"*//-#$# #(%&6%@%-,=. P%<;)B+*+#/ "*(#+1 &"%7&+' 
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*-*),<* <*>,>%--#&+, =')=%+&= #+@%+, ' 8#+#"#/ 
#(#(>*:+&= &'%7%-,= #( #(-*";A%--12 ;=<',/#&+=2.

G"%7&+'* &8*-,"#'*-,= ;=<',/#&+%3 /#$;+ 
.;-80,#-,"#'*+B -* &%+%'#/ ;"#'-% , ;"#'-% 
#6%"*0,#--#3 &,&+%/1 , ;"#'-% 6",)#A%-,=. !",/%-== 
&8*-,";:>%% !E, /#A-# &#&+*',+B 8*"+; 7#&+;6-12 
;<)#' ,-.#"/*0,#--#3 &,&+%/1, '1=',+B ,&6#)B<;%/1% 
-* 8*A7#/ ,< -,2 &%"',&1 , 6"#+#8#)1, #6"%7%),+B ,2 
#&-#'-1% -*&+"#38, , &7%)*+B 6"%76#)#A%-,= 
#+-#&,+%)B-# '%"#=+-#&+, "%*),<*0,, 
-%&*-80,#-,"#'*--#$# 7#&+;6* . !# "%<;)B+*+*/ 
&8*-,"#'*-,= &,&+%/1 '1"*(*+1'*:+&= "%8#/%-7*0,, , 
/%"1, 6#<'#)=:>,% ;&+"*-,+B '1=')%--1% -%7#&+*+8,.

!#7&,&+%/* *-*),<* <*>,>%--#&+, 7#)A-* 7*'*+B 
*7/,-,&+"*+#"*/ &%+, 6"%7&+*')%-,= #( ;=<',/12 
/%&+*2 , ;&+*"%'9%/ 6"#$"*//-#/ #(%&6%@%-,,. G);A(* 
(%<#6*&-#&+, 7#)A-* 8#-+"#),"#'*+B 6"#0%&& 
;&+"*-%-,= -*37%--12 ;=<',/#&+%3 , &+*',+B CIO ' 
,<'%&+-#&+B #( F..%8+,'-#&+, "*(#+1 %$# &#+";7-,8#'.

G."<$)@.&3"(,1 >)":"5 ,(-$./&0,, (DLP) — 
+%2-#)#$,, 6"%7#+'"*>%-,= ;+%@%8 8#-.,7%-0,*)B-#3 
,-.#"/*0,, ,< ,-.#"/*0,#--#3 &,&+%/1 '#'-%, * +*8A% 
+%2-,@%&8,% ;&+"#3&+'* (6"#$"*//-1% ,), 6"#$"*//-#-
*66*"*+-1%) 7)= +*8#$# 6"%7#+'"*>%-,= ;+%@%8.

G,&+%/1 DLP (Data Leak Prevention) - &+"#=+&= -* 
*-*),<% 6#+#8#' 7*--12, 6%"%&%8*:>,2 6%",/%+" 
<*>,>*%/#3 ,-.#"/*0,#--#3 &,&+%/1 . !", 

7%+%8+,"#'*-,, ' F+#/ 6#+#8% 8#-.,7%-0,*)B-#3 
,-.#"/*0,, &"*(*+1'*%+ *8+,'-*= 8#/6#-%-+* &,&+%/1, 
, 6%"%7*@* &##(>%-,= (6*8%+* , 6#+#8* , &%&&,,) 
()#8,";%+&= , ),(# *7/,-,&+"*+#"; (%<#6*&-#&+, 
&##(>*%+&= # +*8#3 6#61+8%.

G 6",/%-%-,%/ 7*--12 , 6#);@%--12 D L P 
-%#(2#7,/# (1+B 7#&+*+#@-# #&+#"#A-1/, 6#+#/; @+# 
7%=+%)B-#&+B 6# &(#"; ,-.#"/*0,, # 6"%&+;6-12 
6#&=$*+%)B&+'*2 6#6*7*%+ 6#7 Q%7%"*)B-13 <*8#- «E( 
#6%"*+,'-#-"#<1&8-#3 7%=+%)B-#&+,» , 7)= 6"#'%7%-,= 
#6%"*+,'-#-"#<1&8-12 /%"#6",=+,3 7#)A-1 ,/%+B&= 
&%"B%<-1% #&-#'*-,= , -%#(2#7,/*= 8#/6%+%-0,=. 
!#F+#/; & "*(#+-,8* -%#(2#7,/# '<=+B 6,&B/%--#% 
&#$)*&,% -* +#, @+# ,-.#"/*0,=, #("*(*+1'*%/*= -* %$# 
8#/6B:+%"%, (;7%+ 6%"):&+","#'*+B&=. 

K#/(,-*0,= 6%"%@,&)%--12 '19% &,&+%/ 6#<'#)=%+ 
#(%&6%@,+B 7#&+*+#@-# 2#"#9;: <*>,+; ,-.#"/*0,, 
6", ;&)#',, -*),@,, ' #"$*-,<*0,, &6%0,*),&+#' 
'1&#8#$# ;"#'-=, 7#&+*+#@-#$# (:7A%+* , '"%/%-,. ? 
):(#3 #"$*-,<*0,, /#A-# &;>%&+'%--# 6#'1&,+B 
,-.#"/*0,#--;: (%<#6*&-#&+B , ,<-*@*)B-# 
&8#-0%-+","#'*'9,&B -* +"%2 6#7&,&+%/*2: 6#7&,&+%/% 
;6"*')%-,= 7#&+;6#/, 6#7&,&+%/% *-+,',";&-#3 <*>,+1 
, 6#7&,&+%/% /%A&%+%'#$# F8"*-,"#'*-,=. 
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РАЗДЕЛ 4

Организация 
информационной 
безопасности  

4-.#"/*0,#--*= (%<#6*&-#&+B ,7%+ (#8 # (#8 & 
,-.#"/*0,#--1/, +%2-#)#$,=/, , 7*A% 
/%A7;-*"#7-13 &+*-7*"+ 7)= ;6"*')%-,= , 
#(&);A,'*-,= 45 &%"',&#' ISO 20000 "*&&/*+",'*%+ 45-
(%<#6*&-#&+B 8*8 #7,- ,< 6"#0%&&#' 6"%7#&+*')%-,= 
;&);$.

D# ' +# A% '"%/=, -% &+#,+ &/%9,'*+B 6#-=+,= 
,-.#"/*0,#--#3 (%<#6*&-#&+, , 45-(%<#6*&-#&+,. 
?#6"#&1 ,-.#"/*0,#--#3 (%<#6*&-#&+, '8):@*:+ ' &%(= 
45-(%<#6*&-#&+B, -# -% #$"*-,@,'*:+&= %3, <*2'*+1'*= 
#()*&+,, -% #+-#&=>,%&= 8 45 (-*6",/%": <*>,+* 
(;/*A-12 7#8;/%-+#' , <*>,+* #+ 6#(#@-12 
F)%8+"#/*$-,+-12 ,<);@%-,3 , -*'#7#8, *++%&+*0,= 
#(H%8+#' ,-.#"/*+,<*0,,, , 6#/%>%-,3 , 6".).

K*8 6"*',)#, ' 8*A7#3 8#/6*-,, &;>%&+';%+ CSO 
(Chief Security Officer) — $)*'-13 ";8#'#7,+%)B ' #()*&+, 
(%<#6*&-#&+, #"$*-,<*0,,, #+'%@*:>,3 <* '#6"#&1 
,-.#"/*0,#--#3 (%<#6*&-#&+, , .,<,@%&8#3 
(%<#6*&-#&+,, F8#-#/,@%&8#3 (%<#6*&-#&+,, $"*A7*-&8#3 
#(#"#-1 , @"%<'1@*3-12 &,+;*0,3 , +.7. !", F+#/, 
&#$)*&-# /%A7;-*"#7-#3 6"*8+,8%, 7)= -*6"*')%-,= 
,-.#"/*0,#--#3 (%<#6*&-#&+, '17%)=%+&= #+7%)B-13 
";8#'#7,+%)B - CISO (Chief Information Security Officer). 
K#/; CISO 7#)A%- 6#7@,-=+B&= -  CIO ,), CSO -* F+#+ 
'#6"#& &;>%&+';:+ "*<),@-1% +#@8, <"%-,=. CIO 
&+"%/,+&= 6#7@,-,+B CISO &%(%, @+#(1 ,-.#"/*0,#--*= 
(%<#6*&-#&+B -% /%9*)* "*<',+,: 45. ? &'#: #@%"%7B 
C S O &+"%/,+B&= 6#7@,-,+B C I S O &%(% , @+#(1 
,-.#"/*0,#--*= (%<#6*&-#&+B 8#-+"#),"#'*)* "*<',+,% 
45 , #(%&6%@,'*)# %% (%<#6*&-#&+B.

K &#A*)%-,:, 8*8 6#8*<1'*%+ 6"*8+,8*, 6", 
,-+%-&,'-#/ "*<',+,, ,-.#"/*0,#--12 +%2-#)#$,3 ' 
#"$*-,<*0,, 6",#",+%+-1/ &+*-#',+&= #(%&6%@%-,% 
7#&+;6-#&+, ,-.#"/*0,,, * '#6"#&1 #(%&6%@%-,= 
8#-.,7%-0,*)B-#&+, , 0%)#&+-#&+, #+2#7=+ -* '+#"#3 
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6)*- ,), <*(1'*:+&= 7# 6#"1 7# '"%/%-, <*(1'*:+&=. 
!", +*8#/ 6#72#7% @*&+# /#A-# '&+"%+,+B 
« *'+#/*+,@%&8#% » 6#7@,-%-,% '&%$# -*6"*')%-,= 
,-.#"/*0,#--#3 (%<#6*&-#&+, CIO. E7-*8#, F+# -%"%78# 
6",'#7,+ 8 -%6#6"*',/1/ -*";9%-,=/ 0%)#&+-#&+, 
,-.#"/*0,,, ;+%@8*/ 7*--12 , -%'#&6#)-,/1/ 8"*2*/ 
&,&+%/ , ,-.#"/*0,, ' -,2, '%7B -,8+# -% /#A%+ 
8#-+"#),"#'*+B &*/ &%(= 7#)A-1/ #("*<#/. !#F+#/;, ' 
/%A7;-*"#7-#3 6"*8+,8% 6"%#()*7*%+ 6#7@,-%-,% CISO 
,/%--# CSO, +*8 8*8, 6#/,/# #@%',7-#$# '1"*'-,'*-,= 
(*)*-&* #(%&6%@%-,= 7#&+;6-#&+, , 0%)#&+-#&+, , 
8#-.,7%-0,*)B-#&+,, F+# 7*%+ %>% , F..%8+,'-1% 
/%2*-,</1 8#-+"#)= 7)= CEO , CIO <* 7%=+%)B-#&+B: 
'&%3 &.%"1 45. ? 0%)#/, F+#+ '#6"#& 7#)A%- "%9*+B&= ' 
<*',&,/#&+, #+ 7,-*/,8, "*<',+,= 8#/6*-,,. J)= 
7#&+*+#@-# &+*(,)B-#$# (,<-%&* )#$,@-1/ '1$)=7,+ 
6#7@,-%-,% ";8#'#7,+%)= 6# ,-.#"/*0,#--#3 
(%<#6*&-#&+, (CISO) ()#8; #(>%3 (%<#6*&-#&+, (CSO). D# 
%&), 8#/6*-,= *8+,'-# "*<','*%+&= , &8#"#&+B "*<',+,= 
,$"*%+ #@%-B (#)B9;: "#)B, +#, '#</#A-#, #6+,/*)B-%% 
(;7%+ 6#7@,-%-,% CISO  CIO. 

!", ):(#/ '*",*-+% 6#7@,-%-,= 6", ,&6#)-%-,, 
6#'&%7-%'-12 .;-80,#-*)B-12 #(=<*--#&+%3 CISO +%&-# 
'<*,/#7%3&+';%+ &# &);A(*/, 45,  6#7@,-=:>,/,&= 
CIO. CISO, .*8+,@%&8,, <*7*%+ +"%(#'*-,= 8 4C , 
8#-+"#),";%+ ,2 '16#)-%-,% ("*&&/#+"%-,% +%2-,@%&8,2 
<*7*-,3, ;@*&+,% ' 6",%/8% 4G, 6"#'%7%-,% 6"#'%"#8 , 
+.7.), * &);A(1 45 =')=:+&= ";8*/, CISO 6# +%2-,@%&8#3 
"%*),<*0,, F+,2 6"*',) (+*/, $7% '#6"#&1 4C 8*&*:+&= 

&.%"1 45). !", '<*,/#7%3&+',, & 
#&+*)B-1/, "*(#+-,8*/, 
8#/6*-,, CISO 7#)A%- (1+B 
-*0%)%- -* 6#'19%-,% 
#&'%7#/)%--#&+, "*(#+-,8#' 6# 
'#6"#&*/ ,-.#"/*0,#--#3 
(%<#6*&-#&+, ( 6;+%/ '16;&8* 
)#8*)B-12 -#"/*+,'-12 *8+#', 
6#),+,8 #&'%7#/)%--#&+, , 
6"#'%7%-,= ,-&+";8+*A%3 , +.7.). 

C I S O 7#)A%- ,/%+B 2#"#9%% +%2-,@%&8#% 
#("*<#'*-,% , #61+, 6#<'#)=:>%% -% +#)B8# #(>*+B&= &# 
&);A(*/, 45 -* #7-#/ =<18%, -# , 6"%7)*$*+B "%9%-,= 
6# '12#7; ,< &,+;*0,3, 8#+#"1% /#$), (1 -*";9,+B 
"%A,/ ,-.#"/*0,#--#3 (%<#6*&-#&+,. K"#/% +#$#, CISO 
7#)A%- 2#"#9# #",%-+,"#'*+B&= ' '#6"#&*2 
<*8#-#7*+%)B&+'* ' #()*&+, 4C, +.8. '*A-#3 %$# <*7*@%3 ' 
8";6-#3 8#/6*-,, =')=%+&= +*8A% '<*,/#7%3&+',% 6# 
'#6"#&*/ #(%&6%@%-,= ,-.#"/*0,#--#3 (%<#6*&-#&+, & 
$#&;7*"&+'%--1/, "%$;),";:>,/, #"$*-*/, – +*8,/,, 
8*8 QGC P#&&,,, QG5RK P#&&,,, P#&8#/-*7<#" , +.7.

!", #"$*-,<*0,, "*(#+ 6# #(%&6%@%-,: 
,-.#"/*0,#--#3 (%<#6*&-#&+, 7#)A-1 (1+B 
#6"%7%)%-1 0%), , <*7*@, ,-.#"/*0,#--#3 
(%<#6*&-#&+,, ,<)#A%-1 -*,(#)%% &;>%&+'%--1% 7)= 
#"$*-,<*0,, 6",-0,61 , 6"*',)* , +"%(#'*-,= 
,-.#"/*0,#--#3 (%<#6*&-#&+,. E(1@-# 7)= F+#$# 
'16;&8*%+&= 7#8;/%-+ '%"2-%$# ;"#'-= 6# 
,-.#"/*0,#--#3 (%<#6*&-#&+,, -*<1'*%/13 K#-0%60,= 
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,), !#),+,8* ,-.#"/*0,#--#3 (%<#6*&-#&+, , 
#+'%@*:>,3 -* 6#&+*')%--1% '#6"#&1.

!#),+,8* ,-.#"/*0,#--#3 (%<#6*&-#&+, 7#)A-* 
(1+B ;+'%"A7%-*, ,<7*-* , -*7)%A*>,/ #("*<#/ 
7#'%7%-* 7# &'%7%-,= '&%2 &#+";7-,8#' #"$*-,<*0,,. E-* 
7#)A-* ;&+*-*'),'*+B #+'%+&+'%--#&+B ";8#'#7&+'*, * 
+*8A% ,<)*$*+B 6#72#7 #"$*-,<*0,, 8 ;6"*')%-,: 
,-.#"/*0,#--#3 (%<#6*&-#&+B: [1].

!", .#"/;),"#'*-,, +"%(#'*-,3 
,-.#"/*0,#--#3 (%<#6*&-#&+, -%#(2#7,/# "*&&+*',+B 
6",#",+%+1 #(%&6%@%-,= ,-.#"/*0,#--#3 (%<#6*&-#&+, 
(-*6",/%", 7)= (*-8#' F+# /#A%+ (1+B &#():7%-,% 
#+"*&)%'12 &+*-7*"+#', 7)= $#&;7*"&+'%--12 8#/6*-,3 – 
&#():7%-,% .%7%"*)B-#$# <*8#-#7*+%)B&+'*, 7)= @*&+-12 
8#/6*-,3 -  &##+'%+&+',% '-;+"%--,/ 8#"6#"*+,'-1/ 
-#"/*/ , 6"*',)*/ , +.7.). 

Y&), 7)= '*9%3 #"$*-,<*0,, -% 6"%7;&/#+"%-# 
-,8*8,2 &+*-7*"+#' , -*@-,+% .#"/,"#'*+B &'#, 
'-;+"%--,% 8#"6#"*+,'-1% -#"/1 , 6"*',)* 
,-.#"/*0,#--#3 (%<#6*&-#&+, ,&2#7= ,< -*0,#-*)B-12 
&+*-7*"+#'. , 7*A% %&), -% '&% +"%(#'*-,= 6#8*A;+&= '*/ 
0%)%&##("*<-1/, , '1 '&%$7* &/#A%+% #+1&8*+B 
+"%(#'*-,=, 8#+#"1% 6#7#9), (1 ,/%--# 7)= '*9%3 
#"$*-,<*0,, , #-, -% (;7;+ '<*,/#,&8):@*:>,/, & 
+"%(#'*-,=/, "#&&,3&8#$# <*8#-#7*+%)B&+'*. Z,(# A%, 
&+#,+ #("*+,+B '-,/*-,% -* +#, 8*8,% 6"#'%"=:>,% 
#"$*-1 /#$;+ 6"#'#7,+B 6"#'%"8; &#&+#=-,= '*9%3 
,-.#"/*0,#--#3 (%<#6*&-#&+,, ; 6"#'%"=:>,2 #"$*-#' 

+#A% %&+B 6%"%@%-B "%8#/%-7*0,3 , /%+#7,8 , 
6#&+"#%--12 -* &+*-7*"+*2 , ";8#'#7=>,2 7#8;/%-+*2. 

J)= 6)*-,"#'*-,=, "%*),<*0,, , 6#77%"A8, 
"%9%-,3 ,-.#"/*0,#--#3 (%<#6*&-#&+, 7#)A-1 (1+B 
-*<-*@%-1 "*(#+-,8, , #(%&6%@,'*:>,% 
,-.#"/*0,#--;: (%<#6*&-#&+B , ;&+*-#')%-* 
#+'%+&+'%--#&+B <* -*";9%-,% ,-.#"/*0,#--#3 
(%<#6*&-#&+,. 

J)= +#$# , @+#(1 /%"1 6# &#():7%-,: 
,-.#"/*0,#--#3 (%<#6*&-#&+, (1), -*,(#)%% 
F..%8+,'-1/,, ,2 *8+;*)B-#&+B 7#)A-* 6%",#7,@%&8, 
6"#'%"=+B&= , 6%"%&/*+",'*+B&=. R..%8+,'-#&+B /%" 6# 
,-.#"/*0,#--#3 (%<#6*&-#&+, /#A-# 6#'1&,+B, &#<7*' 
&,&+%/; /%-%7A/%-+* ,-.#"/*0,#--#3 (%<#6*&-#&+,. 
J)= ;7#(&+'* ;6"*')%-,= A,<-%--1/ 0,8)#/ 
,-.#"/*0,#--#3 (%<#6*&-#&+, ;7#(-# ,&6#)B<#'*+B 
6"#0%&&-13 6#72#7 8 "*<"*(#+8% , '-%7"%-,: , 
#(%&6%@%-,: .;-80,#-,"#'*-,=, /#-,+#",-$;, *-*),<;, 
6#77%"A8% , ;);@9%-,: &,&+%/1 ;6"*')%-,= [6]. 
!"#0%&&-*= /#7%)B «G=&(,.$@&(," (Plan) – B"&=,#&0,1 
(Do) – G.$@".5& (Check) – H";')@," (Act)» PDCA /#A%+ 
(1+B 6",/%-%-* 6", &+";8+;","#'*-,, '&%2 6"#0%&&#' 
;6"*')%-,= 4C.

•M G=&(,.$@&(," ( &#<7*-,% &,&+%/1 
/%-%7A/%-+* ,-.#"/*0,#--#3 (%<#6*&-#&+, ) – 
#6"%7%)%-,% 6#),+,8, ,-.#"/*0,#--#3 (%<#6*&-#&+,, 
0%)%3, 6"#0%&&#' , 6"#0%7;", #+-#&=>,2&= 8 ;6"*')%-,: 
",&8*/, , &#'%"9%-&+'#'*-,: 4C. 
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•M B"&=,#&0,1 ( '-%7"%-,% , F8&6);*+*0,= 
&,&+%/1 /%-%7A/%-+* ,-.#"/*0,#--#3 (%<#6*&-#&+,) – 
'-%7"%-,% , F8&6);*+*0,= 6#),+,8, 4C, /%2*-,</#' 
8#-+"#)=, 6"#0%&&#' , 6"#0%7;". 

•M G.$@".5& (/#-,+#",-$ , *-*),< &,&+%/1 
/%-%7A/%-+* ,-.#"/*0,#--#3 (%<#6*&-#&+,) – #0%-8* , 
,</%"%-,% 2*"*8+%",&+,8 ,&6#)-%-,= 6"#0%&&* ' 
&##+'%+&+',, & 6#),+,8#3 4C, 0%)=/, , 6"*8+,@%&8,/ 
#61+#/, , 6"%7#&+*')%-,% ";8#'#7&+'; #+@%+#' 7)= 
*-*),<*. 

•M H";')@," (&#6"#'#A7%-,% , &#'%"9%-&+'#'*-,% 
&,&+%/1 /%-%7A/%-+* ,-.#"/*0,#--#3 (%<#6*&-#&+,) – 
6",-=+,% 8#""%8+,";:>,2 , 6"%'%-+,'-12 /%" , 
#&-#'*--12 -* "%<;)B+*+*2 '-;+"%--%$# , '-%9-%$# 
*;7,+#' 4C, 6"#'%"#8 &# &+#"#-1 ";8#'#7&+'* , 
"%<;)B+*+*2 "*&&)%7#'*-,= ,-0,7%-+#'.  

?-%7"%--*= &,&+%/* /%-%7A/%-+* 
,-.#"/*0,#--#3 (%<#6*&-#&+, 6%",#7,@%&8, 7#)A-1 
'16#)-=+&= /#-,+#",-$ , *-*),< 7)= #(-*";A%-,= 
#9,(#8, ,-0,7%-+#' ,-.#"/*0,#--#3 (%<#6*&-#&+,, 
#0%-8, 8*@%&+'* '16#)-%-,= 6"%76",-,/*%/12 /%" 
(%<#6*&-#&+,, 6%"%&/#+"* ",&8#' , 6)*-,"#'*-,= 
/%"#6",=+,3 #(%&6%@%-,: 4C. 

J)= F..%8+,'-#$# ;6"*')%-,= ",&8*/, ' 
#"$*-,<*0,, "%8#/%-7;%+&= 6"#'#7,+B 6%",#7,@%&8,3 
(-% "%A% "*<* ' $#7) 8#-+"#)B , #6+,/,<*0,: ",&8#'. J)= 
8#-+"#)= ",&8#' "%8#/%-7;:+&= 6"#'#7,+B +%2-,@%&8,% 

/%"1 (/#-,+#",-$, *-*),< &,&+%/-12 A;"-*)#' , 
'16#)-%-,= 6"#'%"#8), *-*),< &# &+#"#-1 ";8#'#7&+'*, 
-%<*',&,/1% '-;+"%--,% *;7,+1 4C. E6+,/,<*0,= ",&8* 
&#7%"A,+ 6%"%#0%-8; ",&8* ,, &##+'%+&+'%--#, 6%"%&/#+" 
6#),+,8 , ";8#'#7&+' 6# ;6"*')%-,: ",&8*/, , 
8#""%8+,"#'8; , #(-#')%-,% /%2*-,</#' (%<#6*&-#&+,.

J)= #0%-8, F..%8+,'-#&+, &,&+%/1 /%-%7A/%-+* 
,-.#"/*0,#--#3 (%<#6*&-#&+, 7#)A-1 6)*-,"#'*+B&= , 
#&;>%&+')=+B&= '-;+"%--,% , '-%9-,% *;7,+1. O%)B 
'-%9-%$# *;7,+* – ;(%7,+B&= ' -%6"%"1'-#&+, , 
*7%8'*+-#&+, , F..%8+,'-#&+, 6",/%-=%/12 ' 
#"$*-,<*0,, /%" 6# 4C. ?-;+"%--,3 *;7,+ 6#<'#)=%+ 
6"#'%",+B '16#)-%-,% 6",-=+12 6"*',) "*(#+-,8*/, 
45 , 7";$,2 &.%" 7%=+%)B-#&+, 8#/6*-,,.

V+#(1 &,&+%/* /%-%7A/%-+* ,-.#"/*0,#--#3 
(%<#6*&-#&+, '&%$7* #+'%@*)* +%8;>,/ 6#+"%(-#&+=/ 
(,<-%&* ' 4C, 7#)A-# #&;>%&+')=+B&= "%$;)="-#% 
6)*-,"#'*-,% %% "*<',+,= , &#'%"9%-&+'#'*-,= , 
6"%76",-,/*+B&= &##+'%+&+';:>,% 8#""%8+,";:>,% , 
6"%7;6"%A7*:>,% 7%3&+',=, #(%&6%@,'*+B&= 7#&+,A%-,% 
6#&+*')%--12 0%)%3.

J)= &,&+%/*+,<*0,, "*(#+ 6# ;6"*')%-,: 
,-.#"/*0,#--#3 (%<#6*&-#&+, /#A-# '#&6#)B<#'*+B&= 
-*0,#-*)B-1/ &+*-7*"+#/ PQ  SEG5  P  4GE /
XRK  27001-2006 «X%+#71 , &"%7&+'* #(%&6%@%-,= 
(%<#6*&-#&+,. G,&+%/* /%-%7A/%-+* ,-.#"/*0,#--#3 
(%<#6*&-#&+,» [6] (=')=%+&= *7*6+*0,%3 (",+*-&8#$# 
&+*-7*"+* BS ISO/IEC 17799-2000).
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РАЗДЕЛ 5

Нормативное 
регулирование

 

P#&&,3&8#% <*8#-#7*+%)B&+'# ;7%)=%+ 7#)A-#% 
'-,/*-,% '#6"#&*/ ,-.#"/*0,#--#3 (%<#6*&-#&+, , 
"*<"*(#+*)# 7#&+*+#@-#% 8#),@%&+'# -#"/*+,'-12 
7#8;/%-+#' , 6#<'#)=:>,2 "%$;),"#'*+B '#6"#&1 
,-.#"/*0,#--#3 (%<#6*&-#&+,.

K -#"/*+,'-#-6"*'#'1/ *8+*/ .%7%"*)B-#$# 
<*8#-#7*+%)B&+'* ' #()*&+, ,-.#"/*0,#--#3 
(%<#6*&-#&+, /#A-# #+-%&+, /%A7;-*"#7-1% 7#$#'#"1 
PQ, K#-&+,+;0,: PQ, <*8#-1 .%7%"*)B-#$# ;"#'-= 
( '8):@*= .%7%"*)B-1% 8#-&+,+;0,#--1% <*8#-1 , 
8#7%8&1 ) , ;8*<1 !"%<,7%-+* PQ , 6#&+*-#')%-,= 
!"*',+%)B&+'* PQ , -#"/*+,'-1% 6"*'#'1% *8+1 

.%7%"*)B-12 /,-,&+%"&+' , '%7#/&+', -#"/*+,'-1% 
6"*'#'1% *8+1 &;(H%8+#' PQ , #"$*-#' /%&+-#$# 
&*/#;6"*')%-,= , +. 7. 

D*,(#)%% ,<'%&+-1% ,< -,2:

•M Q%7%"*)B-13 <*8#- #+ 29.07.2004 [ 98-QN (E 
8#//%"@%&8#3 +*3-%).

•M Q%7%"*)B-13 <*8#- #+ 27.07.2006 [ 149-QN (E( 
,-.#"/*0,,, ,-.#"/*0,#--12 +%2-#)#$,=2 , # <*>,+% 
,-.#"/*0,,);

•M Q%7%"*)B-13 <*8#- #+ 27.07.2006 [ 152-QN (E 
6%"&#-*)B-12 7*--12);

•M Q%7%"*)B-13 <*8#- #+ 06.04.2011 [ 63-QN (E( 
F)%8+"#--#3 6#76,&,);

•M !#&+*-#')%-,% !"*',+%)B&+'* PQ #+ 01.11.2012 
[1119 (E( #(%&6%@%-,, (%<#6*&-#&+, 6%"&#-*)B-12 
7*--12 6", ,2 #("*(#+8% ' 4G!JD).

!%"%@%-B -% ,&@%"61'*:>,3, -# 7#&+*+#@-13, @+# 
(1 6#-,/*+B, -* 8*8,% *&6%8+1 ,-.#"/*0,#--#3 
(%<#6*&-#&+, #"$*-,<*0,, &+#,+ #("*+,+B '-,/*-,%.

D*"=7; & <*8#-*/, , 6#7<*8#--1/, *8+*/,, 
&;>%&+';%+ /*&&* ";8#'#7=>,2 , -#"/*+,'-12 
7#8;/%-+#' (+*8,2 8*8: -*0,#-*)B-1% &+*-7*"+1 (SEG5) ' 
#()*&+, 4C, ";8#'#7=>,% 7#8;/%-+1 QG5RK P#&&,,, 
QGC P#&&,,, P#&8#/-*7<#" , +.7.), #+"*&)%'12 &+*-7*"+#' 
6# ,-.#"/*0,#--#3 (%<#6*&-#&+,(/%A8#"6#"*+,'-1% 
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&+*-7*"+1 6# ,-.#"/*0,#--#3 (%<#6*&-#&+, ELE 
«S*<6"#/», C*-8* P#&&,, , +.7.), /%A7;-*"#7-1% 
&+*-7*"+1 , 6".

E&#(%--#&+, #(%&6%@%-,= ,-.#"/*0,#--#3 
(%<#6*&-#&+, ' PQ '1+%8*:+ ,< &+"%/)%-,= 
8#-+"#),";:>,2 #"$*-#' &-=+B ;$"#<1 -*0,#-*)B-#3 
(%<#6*&-#&+, #+ <*&,)B= ,-#&+"*--#$# *66*"*+-#$# , 
6"#$"*//-#$# #(%&6%@%-,=.

J)= F+#$# 6",/%-=+&= 6#72#71:

•M -%7#6;>%-,% -* "#&&,3&8,3 "1-#8 
,-#&+"*--12 6"#7;8+#';

•M &%"+,.,8*0,= &"%7&+' <*>,+1 ,-.#"/*0,,.

O%)B -%7#6;>%-,= -* "1-#8 ,-#&+"*--12 
6"#7;8+#' 7#'#)B-*= =&-* – F+# "*<',+,% #+%@%&+'%--#$# 
6"#,<'#7&+'* , ,<(%$*-,% ;7*)%--#$# ;6"*')%-,= 
6"#$"*//-1/, , *66*"*+-1/, &"%7&+'*/, & 
,&6#)B<#'*-,%/ «<*8)*7#8» 6# +"%(#'*-,=/ ,-#&+"*--12 
6"*',+%)B&+'.

K &#A*)%-,:, "*<',+,% #+%@%&+'%--#$# "1-8* 
&"%7&+' <*>,+1 ,-.#"/*0,, -% "*<',+# -* &+#)B8#, 
@+#(1 '1+%&-,+B <*";(%A-#% 6"#$"*//-#% , *66*"*+-#% 
#(%&6%@%-,% (8*8, -*6",/%", F+# 61+*%+&= 7%)*+B K,+*3), 
@+#, ' 6",-0,6% 8*&*%+&= , 45 +%2-#)#$,3. !#F+#/; 
6",2#7,+&= 6",(%$*+B 8 &%"+,.,8*0,, ''#<,/12 &"%7&+' 
<*>,+1  ,-.#"/*0,,, 8#+#"*= /#A%+ <*-,/*+B 
6"#7#)A,+%)B-#% '"%/= (-*6",/%", ''#< /%A&%+%'#$# 

F8"*-* & ,-#&+"*--#3 8",6+#$"*.,%3 /#A%+ <*-=+B 6-9 
/%&=0%') , &+#,+B &;>%&+'%--12 &"%7&+'.

5"%(#'*-,= 6# (%<#6*&-#&+, 6"%7H=')=:+&= -% 
+#)B8# 8 ''#<,/1/ &"%7&+'*/, -# , 8 #+%@%&+'%--1/. 
G##+'%+&+',% +"%(#'*-,=/ 6#7+'%"A7*:+&= "*<-1/, 
&6#&#(*/,, -*6",/%":

•M &%"+,.,8*0,= 6# 6#8*<*+%)=/ 8)*&&* 
<*>,>%--#&+, &"%7&+' '1@,&),+%)B-#3 +%2-,8, #+ 
-%&*-80,#-,"#'*--#$# 7#&+;6*;

•M &%"+,.,8*0,=  6# #+&;+&+',: 
-%<*7%8)*","#'*--12 '#</#A-#&+%3;

•M &%"+,.,8*0,= 6# #0%-#@-#/; ;"#'-: 7#'%",= 
(EIJ) 8 "%*),<*0,, +"%(#'*-,3 6# <*>,+%;

•M &%"+,.,8*0,= 6# 8)*&&; /%A&%+%'#$# 
F8"*-,"#'*-,=;

•M #0%-8* &##+'%+&+',= +"%(#'*-,=/ 8 &,&+%/*/ 
#(-*";A%-,= '+#"A%-,3 , +.7.

!",@%/ 6"#'%",+B &##+'%+&+',% "%*),<#'*--12 
.;-80,3 +"%(#'*-,=/ ";8#'#7=>,2 7#8;/%-+#' , 
#&;>%&+',+B &%"+,.,8*0,: /#A%+ ),9B #"$*-,<*0,=, 
,/%:>*= *++%&+*+ *88"%7,+*0,, ,&61+*+%)B-#3 
)*(#"*+#",,.

K #&#(%--#&+=/ ,-.#"/*0,#--#3 (%<#6*&-#&+, PQ 
/#A-# +*8A% #+-%&+, *++%&+*0,: ,-.#"/*0,#--12 
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&,&+%/, *'+#/*+,<,"#'*--12 "*(#@,2 /%&+ , 6#/%>%-,3 
6# +"%(#'*-,=/ "%$;),";:>,2 #"$*-#'. 

K &#A*)%-,:, -*),@,% &%"+,.,8*+* &##+'%+&+',= ; 
#+%@%&+'%--12 6"#7;8+#' -% $*"*-+,";%+ 2#"#9;: 
"*(#+#&6#&#(-#&+B 6"#7;8+*, * +#)B8# ),9B &##+'%+&+',% 
6"#7;8+* +"%(#'*-,=/ 6# ,-.#"/*0,#--#3 
(%<#6*&-#&+, #6"%7%)%--#$# ;"#'-=. ? +# A% '"%/=, 
-*),@,% #+%@%&+'%--#$# &%"+,.,8*+* ; 2#"#9# 
"*(#+*:>%$# ,-#&+"*--#$# 6"#7;8+* -% $*"*-+,";%+ 
#+&;+&+',% ' -%/ -%7%8)*","#'*--12 '#</#A-#&+%3 
(-%#(2#7,/# '-,/*+%)B-# @,+*+B -* @+# '17*%+&= 
&%"+,.,8*+) , ,-12 ,-+%$"*)B-12 ;=<',/#&+%3. G*/#% 
$)*'-#% #+ @%$# &6*&*%+ -*),@,% &%"+,.,8*+* - F+# #+ 
<*/%@*-,3 6", 6"#'%"8% .%7%"*)B-12 #"$*-#'. 

Сайты основных регуляторов:

• ФСБ России (fsb.ru);

• ФСТЭК России (fstec.ru);

• Роскомнадзор (rsoc.ru).
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РАЗДЕЛ 6

Используемые 
материалы

[1] D*0,#-*)B-13 &+*-7*"+ P#&&,3&8#3 Q%7%"*0,,: 
«!"*8+,@%&8,% 6"*',)* ;6"*')%-,= ,-.#"/*0,#--# 
(%<#6*&-#&+B:». SEG5 P 4GE/XRK 17799-2005.
(I+'%"A7%- , ''%7%- ' 7%3&+',% !",8*<#/ Q%7%"*)B-#$# 
*$%-+&+'* 6# +%2-,@%&8#/; "%$;),"#'*-,: , /%+"#)#$,, 
#+ 29 7%8*("= 2005 $. N 447-&+).

[2] D*0,#-*)B-13 &+*-7*"+ P#&&,3&8#3 Q%7%"*0,,: 
«N*>,+* ,-.#"/*0,,. E&-#'-1% +%"/,-1 , 
#6"%7%)%-,=». SEG5 P 50922-2006.(I+'%"A7%- !",8*<#/ 
Q%7%"*)B-#$# *$%-+&+'* 6# +%2-,@%&8#/; "%$;),"#'*-,: 
, /%+"#)#$,, #+ 27 7%8*("= 2006 $. N 373-&+ J*+* ''%7%-,= 
- 1 .%'"*)= 2008 $#7*).

[3] D*0,#-*)B-13 &+*-7*"+ P#&&,3&8#3 Q%7%"*0,,: 
«4-.#"/*0,#--*= +%2-#)#$,=. X%-%7A/%-+ ;&);$». 
SEG5 P 20000-2-2010 (I+'%"A7%- , ''%7%- ' 7%3&+',% 
!",8*<#/ Q%7%"*)B-#$# *$%-+&+'* 6# +%2-,@%&8#/; 
"%$;),"#'*-,: , /%+"#)#$,, #+ 12 -#=("= 2010 $. N 381-
&+).

[4] Q%7%"*)B-13 <*8#- «E( ,-.#"/*0,,, 
,-.#"/*0,#--12 +%2-#)#$,=2 , # <*>,+% ,-.#"/*0,,» 
N149-QN #+ 27 ,:)= 2006 $#7* (!",-=+ S#&;7*"&+'%--#3 
J;/#3 8 ,:)= 2006 $#7*).

[5] D*0,#-*)B-13 &+*-7*"+ P#&&,3&8#3 Q%7%"*0,,: 
«4-.#"/*0,#--*= +%2-#)#$,=. X%+#71 , &"%7&+'* 
#(%&6%@%-,= (%<#6*&-#&+,. X%-%7A/%-+ ",&8* 
,-.#"/*0,#--#3 (%<#6*&-#&+,» SEG5 P 4GE/XRK 
27005-2010 (I+'%"A7%- , ''%7%- ' 7%3&+',% !",8*<#/ 
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